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Browser: Personalization & Privacy
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bn.com would like to learn your top interests.
We will let them know you are interested in:

* Science
 Technology
e (Qutdoors
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RePriv Protocol

GET/index.html HTTP 1.1 g

Host: WWw.example.com
Accept: repriv ... B

HTTP/1.1300 Multiple Choices
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POST /index.htm)| HTTP 1.1
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Would you like to install an extension
called “Bing Personalizer” that will:

 Watch mouse clicks on bing.com
* Modify appearance of bing.com
e Store personal data in browser
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Contributions of RePriv

e An in-browser framework for collecting &
managing personal data to facilitate
personalization.

e Efficient in-browser behavior mining & controlled
dissemination of personal data.

e A framework for integrating verified third-party
code into the behavior mining & dissemination of
RePriv.

e Evaluation of above mechanisms on real browsing
histories & two in-depth case studies.




RePriv Architecture

Browser equipped with RePriv




Core Mining

 Taxonomy from first two
levels of ODP taxonomy
— ~450 categories total
— 20 top-level categories
— Overlap exists

Top

<

Physics
Science]<
Math
Sports Football

Naive Bayes
— All categories equally likely

— Training: min(3000, #
pages) sites per category

— Attribute words occur in at
least 15% of docs for >1
category

Classification is fast
enough: O(cen)

— nis # words in document
— cis # document categories
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RePriv vs. the White Pages
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e A framework for integrating verified third-party

code into the behavior mining & dissemination of
RePriv.




Miner Name | c# Loc | Fine Loc | Verit Time
Twitertiner | 85 36| 64

nguiner | 78| 3] 68




assume Extensionld "twitterminer"”
assume CanCommunicateXHR "twitter.com® Nil
assume CanUpdateStore("twitter.com” “twitterminer”)



Netflix Example




e Evaluation of above mechanisms on real browsing

histories & two in-depth case studies.




Privacy-Aware News Personalization
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User profile:
e Games/Card_Games
e Games/Conventions
e Games/Video_Games

Do Video Games Equal Less Crime?

That's one theory for the continuing fall in crime, despite the recession.

Gamers Finally Get Their Wheaties Box ...sort of

Dr Pepper is featuring the Halo 3 player Tom Tavlor, who goes by Tsquared, on the labels. which
will appear on about 175 million 20 -ounce bottles from January to April.

Sony To Shut its SF Metreon PlayStation store

Sony is closing down its one-and-only U_S. PlayStation store at the Metreon mall in San Francisco
The recession is clearly to blame, but it's happening at time when Microsoft - which opened and
shut its own Microsoft store at the Metreon - is going to open a chain of its own stores.

Microsoft Takes on Cable With Xbox Streaming Video

If talks with Disney work out, the game console could stream ESPN content, making it that much
easier to watch TV without cable.

Some Video Gamers Leery of Obama's Views

Gamers are worried that the president-elect's positions on video games may signal new regulations
or restrictions on the industry.
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News Personalization: Effectiveness
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RePriv Summary

* Existing solutions require privacy sacrifice

* RePrivis a browser-based solution
— User retains control of personal information
— High-quality information mined from browser use
— General-purpose mining useful & performant
— Flexibility with rigorous guarantees of privacy

* Personalized content & privacy can coexist




